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SAVE THE DATE OF THE NEXT GLOBAL FORUM

21-23 October 2020

PRAGUE, Czech Republic

FFF 2018 at a glance:
7,652 Participants from over 59 countries
1,200+ Official delegates and VIP guests representing armed, security, and emergency domain
(5 Ministers of Defence, 3 CHODs, 6 Air Force Commanders, 13 Ambassadors,
20+ Defence/Military/Air Attachés)
Official delegates from 59 countries, 35+ international organisations, and 24 universities
40+ Generals representing 22 countries and international organisations
15 NATO working groups and expert teams, 300+ members
240+ Speakers from 24 countries, 11 international organizations, and 21 universities
20 Specialized events at one place (exhibition, congress, 3 conferences,
13 workshops, 2 round tables)
169 Exhibitors from 25 countries
210+ Represented companies and brands
15 National Expositions/International Organisation Expositions
57 Accredited journalists
65 Official Media Partners
8M+ Hits of worldwide media campaign
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Vazeni Ucastnici konference SCADA Security,

s potéSenim jsme pro Vas pfipravili pokraovani bezpecnostni konference
pro oblast priimyslovych fidicich systémi. Bezpetnost ICS, které jsou ¢asto
dilezitou soucasti kritické infrastruktury, spolu s rychlym rozvojem Internetu
véci a navazujicimi oblastmi je stdle dllezitgjSim kritériem zvIasté v dobé, kdy
se blizi nasazeni a rozvoj komunikacnich siti paté generace. Potencial téchto
mocnych technologif pfinese nutné také novy pohled na bezpe¢nost systémil
na nich provozovanych.

Veiime, Ze kombinace jiz probihajicich 5G workshopli s konferenci SCADA
Security 2019 spini VaSe oCekdvani od takto koncipovanych akci, jejichz
zameérem je prinaset ucelené informace o trendech v této oblasti, pomahat
spravné orientaci v problematice, propojovat odborniky, mapovat moderni
feSeni a pristupy, ¢i objevovat nové obchodni pfilezitosti.

V ramci jednotlivych odbornych akci platformy FUTURE FORCES FORUM (FFF)
je naSim cilem rozvijet aktudini témata v oblasti obrany a bezpecnosti tak, aby
se kazdé dva roky v fijnu na PVA Expo Praha prezentovaly zavéry z celého

obdobi a zhodnotily vysledky pinéni cild.

Rad bych podékoval véem podporovatellim FFF a aktudné zejména tém, ktefi
podpofili konferenci SCADA 2019, predevsim spolecnostem Corpus Solutions
a Check Point jako generalnimu partnerovi a hlavnim partnerlim Fortinet
a Samsung. Bez jgjich laskavé podpory bychom nedokdzali akci pfipravit na
Urovni, na kterou jste zvykli, a kterou ocekavate.

VEFim, Ze si uZijete dva pfinosné konferencni dny v pfijemné atmosféfe a Ze
si odnesete fadu novych poznatk( a kontaktl. Za cely pripravny vybor konfe-
rence a realizacni tym FFF VAm preji mnoho tspéchl ve Vasi naroéné praci.

Za tym SCADA Security konference a celého projektu FFF

Daniel KoGi
generalni feditel

RUES . .. .. ‘.

Dear SCADA Security Conference participants,

Itis with pleasure that we have prepared for you the continuation of the security
conference for industrial control systems. The security of ICS, which is often
an important part of critical infrastructure, along with the rapid development
of the Internet of Things and related areas, is an increasingly important
criterion, especially at a time when the next, fifth generation communication
networks are approaching and developing. The potential of these powerful
technologies will also necessarily bring a new perspective on the security of
the systems running on them.

In combination with the already running 5G workshops we believe that our
conferences will meet your expectations of such conceived events, bring
comprehensive information and trends in this field, help you to orientate in
the field, meet the necessary experts, map modern solutions and approaches,
and discover new business opportunities.

In the framework of selected events of the Future Forces Forum, our goal is
to develop current defence and security topics so that it culminates every two
years in October at the PVA Expo Prague, where conclusions from the entire
period will be presented and results achieved.

| would like to thank all FFF supporters and, in particular, those who have
supported the SCADA conference, especially Corpus Solutions and Check Point
as the general partner and main partners of Fortinet and Samsung. Without
their kind support and the support of all of you, we would not have been able
to prepare the event at the level you are used to and expect.

| believe that you will enjoy two beneficial conference days in a pleasant atmo-
sphere and that you will take with you a lot of new knowledge and contacts.

On behalf of SCADA Security team and the whole project FFF

Daniel KoGi
Managing Director

SCADA SECURITY CONFERENCE 2019



GREYCORTEX offers an advanced Network Traffic Analysis solution for IT and OT
networks by using traditional detection techniques as well as advanced artificial
intelligence and machine learning.

Passive solution Identify anomalous behaviors and misconfigurations

Monitor multiple locations from one central point Stable IT and OT networks

GREYCORTEX focuses on the following industries:

Transmission Grids Energy Distribution
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Ceské pobotka AFCEA se swmi pracovnimi skupinami pracovala spole¢né
s hlavnim organizatorem na pfipravé SCADA Security konference nepretrzité
témer rok. Dovoluji si to uvést predevsim jako dikaz toho, Ze pokladame
problematiku non-IT resp. IOT bezpecnosti za kriticky ddleZitou pro bezpecnost
nejen priimyslovych podnik( &i jinych instituci, firem &i samotnych osob, které
dané technologie pouZivaji, ale i pro bezpetnost Ceské republiky jako celku.
Na bezpetném chodu technologii jsme v soucasné dobg Zivotné zavisli vichni
a nebude tomu jinak ani v budoucnu.

Dle mého ndzoru je dileZité se na rliznych férech a konferenci setkavat,
diskutovat soucasné a predvidat budouci hrozby a s nimi souvisejici trendy
v oblasti bezpecnosti, ale pokladam za neméné dilezité vysledky této diskuze
aplikovat do reality. Domnivam se, Ze v obrané a bezpecnosti kybernetického
prostoru mame znacné rezervy. Neni na misté ale kritizovat soucasny stav, ale
délat vSe pro to, aby byla v co nejblizsi budoucnosti situace jind - lepsi. K tomu
je tfeba uginit fadu nezbytnych legislativnich krokd, krok(i v oblasti vzdélavani
i vzajemné spoluprace odborné vefejnosti, akademicke sféry, statniho sektoru
i samotnych priimyslovych spolecnosti. Ceskd pobotka AFCEA je pripravena byt
naddle aktivni v této oblasti i v oblastech dalSich ICT & bezpecnostnich témat.

Preji SCADA Security konferenci hodné zdaru pfi projedndvani dlezitych témat
v oblasti SCADA, preji Ceské republice a ndm véem, aby wsledky a zavéry
tohoto setkdni byly co nejdrive aplikovany a realizovany ve prospéch obrany
a bezpeCnosti naseho spole¢ného kybernetického prostoru.

Ing.Tomas Miiller
Prezident, Ceska pobotka AFCEA

RUES . .. .. ‘.

The AFCEA Czech Chapter and its working groups worked together with the
main organizer on the preparation of the SCADA Security conference for
almost a year. | would like to mention this primarily as proof that we consider
the issue of non-IT, respectively 10T security as critically important for the
security not only of industrial enterprises or other institutions, companies or
persons using the technology, but also for the security of the Czech Republic
as a whole. Today, we are all dependent on the safe operation of technology,
and it will not be otherwise in the future.

In my opinion, it is important to meet at various forums and conferences to
discuss current and anticipate future threats and related security trends, but
| consider it equally important to apply the results of this discussion to reality.
| believe that we have considerable reserves in the defence and security of
cyberspace. But it is not appropriate to criticize the current situation, but to
do everything possible to make the situation different - better. To do this,
a number of necessary legislative steps, steps in the field of education and
mutual cooperation of the professional public, academia, the state sector and
industrial companies themselves must be taken. The AFCEA Czech Chapter
is ready to remain active in this area as well as in other ICT & security topics.

| wish the SCADA Security conference good luck in discussing important
SCADA topics, | wish the Czech Republic and all of us that the results and
conclusions of this meeting are applied and implemented as soon as possible
in favour of the defense and security of our common cyberspace.

Tomas Miiller
President, AFCEA Czech Chapter

SCADA SECURITY CONFERENCE 2019
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Uvodem bych rad podékoval organizatordm konference, ktefi mi opakované
vyjadrili diivéru a svérili mi napsani tvodniho slova ke SCADA konferenci.
Pfiznam se, 7e kdyZ jsem premyslel, jak bych co moznd nejlépe namotivoval
Vas, potencionalni zajemce o tuto konferenci, pfinesl mi kolega zajimavy dopis
z konce fijna tohoto roku. V rdmci tohoto dopisu se feditel ¢eské poboCky
nejmenované vyznamné nadnarodni spole¢nosti vyrabgjici automatizacni prvky
omlouval svym zakaznik(im, Ze jeho systémy byly pod UspéSnym kybernetickym
ttokem, ktery firmu totalng paralyzoval. Co mé vSak obzvlasté zaujalo, bylo
nasledujici prohlaseni rozeslané véem odbérateldim této spolecnosti, cituii: ...
,naSe spolecnost vynaklada nemalé ¢astky na kybernetickou bezpe€nost,
pravidelné aktualizuje své systémy, zalohuje data, pouzivé firewally, antivirové
programy, pfistupova hesla apod., pfesto jsme nedokazali zabranit Skodam,
které Utok prinesl. Nejsme si tak védomi jakéhokoliv pochybeni v této oblasti
a jsme presvédceni, ze uvedenému ttoku jsme nemohli predejit a povazujeme
jej za prekazku majici charakter vyS$Si moci.” Asi nikdo z nds by se nechtgl
vzit do role majitele této spoleCnosti, ktery na zakladé této uddlosti neni
schopen pinit své smluvni zavazky v(ci tfetim strandm a bojuje o reputaci
své spolecnosti.

Toto vSak nebyla jedind nepfijemnd zpréva, kterou jsem od posledniho roéniku
SCADA konference zaregistroval. Koncem roku 2017 se objevil novy malware
Triton. Triton je prvni malware platforma, ktera postihuje systémy funkéni
bezpecnosti SIS (Safety Instrumented Systems) znacky Triconex od spole¢nosti
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Schneider Electric. Tyto systémy se pouZivaji na zajiSténi bezpecnosti obzvasté
rizikovych proces( s trojitou redundanci. Uto&nikovi se podafilo ziskat vzdaleny
pistup na inzenyrskou pracovni stanici, kde malware Triton nainstaloval a byl
schopny preprogramovat bezpecnostni programovatelné automaty SIS. Bohuzel
dikaz toho, Ze ve SCADA svété se v pripadé kybernetickych Ltok(i nebavime
pouze o poSkozeni businessu, ale také o mozném ohroZeni lidskych Zivotd.

Bezesporu vSechny tyto pfiklady, souvisejici legislativni ramec spolu spolecné
s aktivitami regulatora NUKIB maji za ndsledek celkovou zménu pristupu spo-
leCnosti k FeSeni témat kybernetické bezpecnosti ve SCADA prostiedi. Vnimam,
Ze zatimco minulému ro¢niku viadla hlavné osvéta, dnes jsou to jiz konkrétni
zplisoby fedeni bezpecnosti a nové rozvojové oblasti (Chytra mésta, 5G sitg,
Industry 4.0, loT), které maji konkrétni business prinosy a kde kyberneticka
bezpecnost musi byt nedilnou soucasti architektonického navrhu kazdého
projektu, ktery se o tyto trendy opird.

Prijméte proto mé pozvani a pfijdte se v ramci probihajici konference setkat
s prednimi odborniky v této oblasti, ktefi Vam pomohou s feSenim aktualnich
problémil a ukdzi Vam nové technologické oblasti, které mohou ovlivnit Vasi
budoucnost. Pfeju Vam, abyste nikdy nemuseli FeSit Zadnou uddlost majici
charakter ,vy$Si moci“, kde by v pozadi figurovalo kybernetické napadeni
a pevné vefim, Ze ndvstéva této konference je dobrou k tomu dobro prevenci.

TéSim se na Vasi navstévu.

Tomas Pribyl
CEOQ, Corpus Solutions, a.s.

SCADA SECURITY CONFERENCE 2019
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Conference Programme

4 NOVEMBER 2019 Prague, Hotel DAP

Opening Session

Moderator:
9:00 - 10:15
09:05
09:20
09:35
09:50
10:05

10:15 - 10:50

Mr. Tomas MULLER, President, AFCEA Czech Chapter, Czech Republic

Welcome Speech
Tomas MULLER, President, AFCEA Czech Chapter, Czech Republic

Opening Speec'hv— Industry 4.0 — Artificial Intelligence — 5G Strategy
Mr. Karel HAVLIGEK, Minister, Ministry of Industry & Trade, Czech Republic

Czech Digital Agenda
Mr. Viadimir DZURILLA, Prime Minister Advisor, Chief Digitial Officer, Government of the Czech Republic, Czech Republic

Opening Speech
Mr. Dusan NAVRATIL, Director, National Cyber and Information Security Agency, Czech Republic

Involve 10T technplogies into Civil Protection Services
Col. Daniel MIKLOS, Fire Rescue Service of the Czech Republic, Czech Republic

General Partyer Speech
Mr. Tomas PRIBYL, CEQ, Corpus Solutions, a.s., Czech Republic

Coffee break

Current and Future Cyber Threats — protect your SCADA systems

Moderator:
10:50 - 12:40
10:50

11:10
11:30

11:50

12:10

Mr. Ale$ SPIDLA, President, CIMIB, Czech Republic

What will be the critical infrastructure of tomorrow?
Mr. Vladimir ROHEL, Security Director, National Agency for Communication and Information Technology, Czech Republic

ICS accessibvle from the Internet = bad (and very common) practice
Mr. Jan KOPRIVA, Coordinator — Computer Security Incident Response Team (CSIRT), ALEF NULA, Czech Republic

SCADA Sy'stems'as Target of Cyber Attacks
Mr. Jan VACLAVIK, Systems Engineer, Fortinet, Czech Republic

New approaches tgvdetection of SCADA threats
Mr. Vladimir SEDLAGEK, Technical Director, GREYCORTEX, Experienced Developer, Analyst, Certified Ethical Hacker,
Certified Livewire Investigator, Czech Republic

Heartbeat to hell
Mr. Tobias SCHROEDEL, Cyber Expert, Germany

12:40 - 13:30 Lunch break

Current and Future Cyber Threats — protect your SCADA system

Moderator:
13:30 - 14:30

14:30 - 15:00

Mr. Ale$ SPIDLA, President, CIMIB, Czech Republic
PANEL DISCUSSION
Panelists:

Mr. Tomas PRIBYL, CEO, Corpus Solutions, a.s., Czech Republic

Mr. Martin FABRY, Owner & Cybersecurity Consultant, Accura s.r.0., Czech Republic
Mr. Jan VACLAVIK, Systems Engineer, Fortinet, Czech Republic

Mr. Dettmer HENDRIK, Head of loT Security Lab, TUV TRUST IT GmbH, Austria

Mr. Kamil TICHY, Ministry of Defence of the Czech Republic, Czech Republic

Coffee break

SCADA SECURITY CONFERENCE 2019
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Conference Programme

New Technological Trends in ICS Security
Moderator: ~ GOL (RET.) Martin UHER, Vice President, EUCYBSEC, Czech Republic
15:00 - 17:40
15:00  Expert Session Opening
Mr. Lukas OBORIL, Head of Control Systems Department — Software, IC Energo, a.s., Czech Republic

15:25  Network monitoring and anomaly detection in ICS/SCADA
Mr. Pavel MINARIK, Chief Technology Officer, Flowmon Networks, Czech Republic

15:45 1+ 1 =3: Joining forces for greater security of the inseparable worlds of IT and SCADA / ICS and loT
Mr. Tomas BARTA, Channel Sales Executive, VERACOMP, Czech Republic

|
|
|
1
1
1
1
1
l
1
i 16:05  Threat Monitoring in SCADA ICS

: Mr. Martin FABRY, Owner & Cybersecurity Consultant, Accura s.r.0., Czech Republic
|

|

1

1

1

1

1

1

1

1

|

|

16.30  UKENERGO experience in counteracting cyber-security strikes
Mr. Serhii HALAHAN, Chief Information Officer, NPC UKENERGO, Ukraine

17.00  Research on vulnerabilities of remotely controlled industrial equipment
Mr. Jifi GOGELA, Member, Czech Cyber Security Working Group, Cyber Expert, Trend Micro, Czech Republic
1720 Q&A
17.40 1%t Day Cloasing Remarks
Mr. Petr JIRASEK, Chairman, Czech Cyber Security Working Group, AFCEA, Czech Republic
18:00 -> SCADA PARTY (by invitation only)

Parallel Workshops

ICS (SCADA) Security for G-Level

Moderator: Mr. Jan DIENSTBIER, Vice President, CIMIB,
Czech Republic

10:45 - 12:30

Presenters: 5

Mr. Tomas PRIBYL, CEO, Corpus Solutions, a.s.,

Czech Republic

ICS (SCADA) Security for MILINT

Working Group, AFCEA, Czech Republic
14:45 - 16:15
Presenters: )
Mr. Tomas MULLER, President, AFCEA Czech Chapter,
Czech Republic

Mr. Tobias SCHROEDEL, Cyber Expert, Germany Programme:;

Programme: 14:45 Workshop opening
10:45 Workshop opening 15:15 Discussion

10:50 How to protect your business 16:15 Closing Remarks
11:10 How to build Cyber Security in industrial

environment
11:40 Cyber Show
12:15 Discussion
12:30 Closing Remarks

RCES . 'ntor e s

Moderator: Mr. Petr JIRASEK, Chairman, Czech Cyber Security

SCADA SECURITY CONFERENCE 2019
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5 NOVEMBER 2019 Prague, Hotel DAP

Second Conference Day Opening

9:00

2" Gonference Dayvovpening — SCADA Security as a part of security organization
Mr. Miroslav BRVNISTAN, President, Slovak AFCEA or AFCEA EUROPE, Slovakia

Modern Communication Systems, Future Networks — 5G, Cyber Security and SCADA/ICS

Moderator:
09:10 - 10:55

09:10

09:25

09:50

10:10

10:30

10:50

Mr. Petr JIRASEK, Chairman, Czech Cyber Security Working Group, AFCEA, Czech Republic

Opening Speech
Mr. Petr O0CKO, Deputy Minister, Ministry of Industry & Trade, Czech Republic

Expert Opening Speech
Mr. Terry HALVORSEN, Executive Vice President, Samsung Global 5G, USA

How to make 5G trustworthy technology
Mr. Tomas PLUHARIK, Czech Republic

5G Technology
Mr. Jan BENES, Safetron, Czech Republic

Standardization and procedures in design of critical communication infrastructure
Mr. Jifi KASNER, Chairman of the Board, COLSYS — AUTOMATIK, a.s., Czech Republic

Q&A

10:55 - 11:30 Coffee break

Connected World - technical, business and legislative aspects

Moderator:

Assoc. Prof. Zdenék LOKAJ, Academic Expert, Czech Technical University in Prague, Czech Republic

11:30 - 12:30 PANEL DISCUSSION

11:30

Opening Speech — New addictions as a source of new threats
COL (RET.) Martin UHER, CEO, CyberG Europe a.s., Czech Republic

Panelists:

Dr. Josef PROKES, Vice Chairman, Data Protection Office of the Czech Republic (invited), Czech Republic
Mr. Jan DIENSTBIER, Vice-President, CIMIB, Czech Republic

Dr. Eva FIALOVA, LLM., Ph.D., Institute of State and Law of the Academy of Sciences, Czech Republic
COL (RET.) Martin UHER, CEO, CyberG Europe a.s., Czech Republic

12:30 - 13:15 Lunch break

SCADA SECURITY CONFERENCE 2019
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Industry 4.0 - Connected World, Mobility and loT

Moderator:

13:15 - 15:30

13:15

13:40

14:00

14:20

14:40
15:00

15:20
15:30

Assoc. Prof. Zdenék LOKAJ, Academic Expert, Czech Technical University in Prague, Czech Republic

Cyberattack in Industry 4.0 and its defence

Mr. Rostislav DOUBEK, Offensive Security Team Member, Corpus Solutions, a.s., Czech Republic
Mr. Pavel KLIMES, Director, Security Products Development, Corpus Solutions, a.s., Czech Republic
Mr. Robert KOMINKA, ICS Security Expert, Corpus Solutions, a.s., Czech Republic

Weekend Warrior: Attacking the Future SCADA Now
Dr. Bernhards BLUMBERGS, CERT.LV, Lead Cybersecurity Expert, Advisor to BHC Laboratory, Latvia

One way data transfer. Entirely secure. Unlimited Tags.
Mr. Petr ROUPEG, Chief Executive Officer & President, Bohemia Market, Czech Republic

Big Data in ICS
Mr. Ladislav STRAKA, Managing Consultant at Service & Support, Czech Republic

Mr. Jozef SEREG, The Prague Public Transit Co. Inc., Czech Republic

C-ITS security solution in C-ROADS Czech Republic project
Mr. Miloslav PAVELKA, 02 Czech Republic / TeskalLabs, Czech Republic

Q&A

Conference Closing Remarks
Mr. Tomas MULLER, President, AFCEA Czech Chapter, Czech Republic

Parallel Workshop

Protect our business against SCADA attacks

Moderator:

Mr. Jaroslav PEJCOCH, Vice Chairman, Czech Cyber Security Working Group, Czech Republic

11:00 - 12:45

Presenters:

Mr. Tomas MULLER, President, AFCEA Czech Chapter, Czech Republic

Mr. Jan VYKOUKAL, Head of Department, Ministry of Interior, Czech Republic

Mrs. Barbora PALKOVA, CNP & Strategy Dept., Fire Rescue Service of the Czech Republic, Czech Republic
Assoc. Prof. Radomir SCUREK, Deputy Head, Department of Security Services, Faculty of Safety Engineering,
Technical University of Ostrava, Czech Republic

Programme:

11:00 Workshop opening

11:05 Security research in the Czech Republic — planned activities

11:20 Population protection concept

11:35 Cyber security in the Gzech Republic in relation to the concept of population protection
11:55 Opportunities in the field of security research in relation to the concept of population

12:05
12:40

protection and cyber security
Discussion
Closing Remarks

SCADA SECURITY CONFERENCE 2019
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COLSYS
AUTOMATIK

Spole¢nost COLSYS — AUTOMATIK, a.s., se ve svém
portfoliu vénuje jiz vice nez 20 let navrhu, projek-
tovani, nasazeni, dodavkam a servisu prdmyslo-
vych komunikacnich siti. V drtivém procentu se
jedna o kritickou komunikacni sitovou infrastruk-
turu v pramyslovém prostfedi

Viyrobci pramyslovych fidicich systém(i a koncovych komunikac-
nich prvki kladou pfi vyvoji novych zafizeni stéle silnéjsi daraz
na zajisténi kybernetické bezpecnosti. Provadi diikladné pene-
tracni testy komunikacnich rozhrani svych vyrobkd, nebot si jiz
zakaznici pIné uvédomuji moznosti zneuziti vyhod kybernetic-
kého svéta komunikaci a poptavaji tudiz divéryhodna a bezpec-
nd zafizeni. Souvisejici zakon o kybernetické bezpeénosti pak jen
zdlraznuje potiebu zohlednéni prdmyslovych standard kyber-
netické bezpecnosti i z pohledu infrastruktury statu.

Ridici systémy a dalsi koncové komunikaéni prvky, jako jsou
napriklad frekven¢ni ménice motord, vstupné-vystupni decen-
tralizované periferie, senzory, jsou soucasti komunikacni sitové
infrastruktury. Tato infrastruktura je zaroven tvorena i aktivnimi
sitovymi prvky, které informace distribuuji mezi komunikacni-
mi partnery. V soucasné dobé je jiz zcela béznym standardem
pro kritickou komunikacni sitovou infrastrukturu vyuziti plné
manazovatelnych sitovych prvkd, které umoznuji ovlivnit siteni
a smérovani tokll informaci v siti. Pravé obecna moznost ovliv-
novani tokl informaci je vlastnost, ktera je vyuZzivana pro zajis-
téni vys$si bezpe¢nosti komunika¢niho fedeni. Radné projekeni
navrzeni fyzické a logické komunikacni sitové topologie s na-
slednym nastaveni komunika¢nich a bezpec¢nostnich pravidel
vyrazné ovliviuje odolnost proti kybernetickym hrozbdm dané
komunikacni infrastruktury jako celku.

Spole¢nost COLSYS - AUTOMATIK, a.s., vyuziva svych letitych
zkusenosti a pomaha zékaznikdim s projek¢nim navrhem a re-
alizaci nejen bezpecnostnich funkci sitové infrastruktury. Pfi
volbé aktivnich sitovych prvk( vyuziva produktd némecké
spole¢nosti HIRSCHMANN, které je COLSYS - AUTOMATIK, a.s.,
zaroven i technickym partnerem v regionu stfedni Evropy. Sito-
vé prvky HIRSCHMANN jsou zndmé zejména svoji spolehlivosti,
ktera vyrazné prispiva k provozni stabilité celé infrastruktury.
V nabidce jsou typické sitové prvky, jakymi jsou L2/L3 switche,
firewaly a routery v primyslovém provedeni, ale i zafizeni pro
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primyslovou bezdratovou komunikaci a zafizeni pro komu-
nikaci pres verejné sité mobilnich operatora. Velmi dulezitou
¢asti ndvrhu a celého feseni jsou i monitorovaci nastroje, kte-
ré pomahaji identifikovat nestandardni chovani komunika¢ni
infrastruktury a zajistuji dohled nad fadnou funkci redundant-
nich vlastnosti infrastruktury.

Kazdy zékaznik pfindsi jinou bezpecnostni vyzvu, kterou je
nutné se zabyvat individualné. JelikoZz neexistuje univerzalni
feseni, pfichazi na fadu zkusenost, kterd pomaha vytipovavat
kritické body a nasadit odpovidajici technické feseni. Napiiklad
se vyrazné odlisuji principy feseni pro jednotlivé typy zékaznikd
v odli$nych segmentech priimyslu. Casto fe$enym tématem je
zabezpeceni existujicich
systému proti kybernetic-
kym hrozbam, u kterych
jiz mnohdy nemusi byt
Uplné snadné povysit je-
jich vlastni zabezpeceni.

Neustdly vyvoj systému
fizeni  technologickych
procesll, integrace mys-
lenek Industry 4.0 a roz-
voj Smart zafizeni, déla
z pramyslové kybernetic-
ké bezpecnosti cyklicky
proces, ktery pfinasi nova
témata a vyziva ke krea-
tivnimu premysleni.

HIRSCHMANN

A BELDEN BRAND

COLSYS-AUTOMATIK, a.s.
Hutska 1294, 272 01 Kladno
Tel.: +420312 285312
E-mail: info@colaut.cz

www.colaut.cz
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Conference Speakers

Mr. Tomas BARTA
Channel Sales Executive, VERACOMP, Czech Republic

For the past 15 years Tomas has been working in the field of information technology and information security especially as a consultant
and sales manager in the field of security solutions at various levels. He has gained experience with solutions and security products on the
side of the customer, at the system integrator, value add distributor in the field of security technologies and on the side of the solution ma-
nufacturer against cyber threats. While working as a business manager and consultant for security solutions and preparing these solutions
together with security and technology experts, he also concentrated on the “reverse” part of the solution, which is training and education
of users at various levels, including expert training for security technology administrators education, awareness and safety awareness of
the users themselves.

1 + 1 =3: Joining forces for greater security of the inseparable worlds of IT and SCADA / ICS and loT

Current technological trends are more and more connecting the previously ostensibly incompatible worlds of IT, OT, loT and SCADA, and
with respect to increasing risks and increasing numbers of cyber threats in all these areas, it is no longer enough to have an universal
magic box or isolate the environment. It is necessary to have complete and complex knowledge and control and proactively protect each
and individual potentially vulnerable asset of the connected world, taking into account the specifics of each area. As an independent
distributor with a team of experts, we seek and provide the most appropriate solutions to protect all connected assets, an control of these
assets, including visibility of the environment from the world’s leading cyber security vendors with respect to minimizing connected world
risks including necessity of education of users.

M. Jan BENES
Safetron, Czech Republic

5G Technology

Dr. Bernhards BLUMBERGS
CERT.LV, Lead Cybersecurity Expert, Advisor to BHC Laboratory, Latvia

Weekend Warrior: Attacking the Future SCADA Now

Mr. Miroslav BRVNISTAN
President, Slovak AFCEA or AFCEA EUROPE, Slovakia

2" Conference Day Opening — SCADA Security as a part of security organization

Mr. Jan DIENSTBIER
Vice President, CIMIB, Czech Republic
Moderator: ICS (SCADA) Security for C-Level

Connected World — technical, business and legislative aspects - PANEL DISCUSSION

Ing. Rostislav DOUBEK
Offensive Security Team Member, Corpus Solutions, a.s., Czech Republic

Offensive security team member at Corpus Solutions a.s.

Over 15 years of cyber security experience

Practical experience in implementing technology application delivery

Practical experience in implementing technology WAF

Practical experience in implementing security technologies for IT and OT

Practical experience in implementing, detecting and managing cyber attacks

LAB co-author for training concept, implementation of SCADA elements

Cyber Defense Academy training concept lecturer

Cyber Security Instructor for IT and OT staff

Working for major clients in the Czech Republic (CSOB, KB, CNB, SKODA AUTO...)
Work for important clients from abroad (training, presales, LABs for demonstration of cyber attacks and security technologies)
CEH certificate holder, pentester

Has received training at CyberGym Israel

Participant in conferences and offline CTF events (Krakow, Prague, Hanoi, Tel Aviv)

Cyberattack in Industry 4.0 and its defence
Presentation of the typical SCADA / ICS infrastructure with all typical features of such customer environments. Possible pitfalls and possi-
bilities of exploiting weaknesses to control the system will be pointed out. Subsequently, we will present modern approaches to defense.
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Novy pristup k zabezpeceni SCADA siti

Jiz davno totiz neplati, Ze bezpelnost prdmyslovych
siti a systémuU zarucuje jejich izolace od vnéjsiho svéta v
ramci tzv. ostrovnich instalaci. SCADA systémy jsou dnes i
dvacet let staré, z mnoha ddvodd neaktualizované a tedy
nezabezpedené. Pfrechod na tradi¢ni sitovou komunikaci
a propojovani v minulosti striktné oddélenych systému
s komerénim |IT, vystavuje prostfedi SCADA velkému
bezpeénostnimu riziku a otevird nové prilezitosti pro
utoc¢niky. Detekce nezddouciho chovani v siti je nutnym
a univerzalnim zpUlsobem, jak posilit zabezpeceni SCADA
systémd a s nimi souvisejiciho loT.

(infekce botem). Bez vhodné monitorovaci technologie
jsou podobné hrozby pro administratory v podstaté
neviditelné.

Tradiéni monitoring zastoupeny protokolem SNMP
(Simple Network Management Protocol) poskytujici
pfehled o IT infrastrukture, povazuje spousta sitovych
administratord za nezbytny. Sdm o sobé vsak nedokaze
nahlédnout do datového provozu, nema informace o jeho
strukture a tim padem je pro bezpecnostni monitoring
nepouzitelny.

Sit predstavuje spole¢ného jmenovatele v jinak Omezeni protokolu SNMP prekondva az tzv. monitorovani
heterogennim prostfedi systémi SCADA, které se |isi datovych tokl. Tato technologie pro moderni monitoring
nejen napri¢ obory, sitového provozu
jaelgn c?tcl)it?rr:ncie plo drr?iekf/! Absencg §/'frované.korf;unik<_ace, chab_y autentifikacni Et%stli(sﬁlrije o di?gi/né'
K podchyceni novych | mechanismus a nejasny perimetr dany podstatou 10T | yomunikaci ve forme
bezpecénostnich rizik | ¢ini prostfedi SCADA / ICS znacné zranitelné vici | 1p tokt (NetFlow v5/
je proto vhodné zavést | soucasnym kybernetickym hrozbam. Prechod na | v9, IPFIX). Z analyzy

dalsivrstvu kontroly na
drovni sité. Vychazime
pfitom z predpokladu,
ze pokud dokdzeme
porozumét béznému
chovani v siti, budeme
zadroven umét odhalit
nezadouci chovani,
probihajici utok nebo

komunikaci zaloZzenou na protokolu IP znatelné ztizil
ochranu sité a vytvoFil z ni
bezpecnostni odborniky. Na druhou stranu nabizi
tato situace ddlezity zdroj informaci pro toho, kdo
je dokaze ¢&ist. Implementace vhodné monitorovacr
technologie jako je FLOWMON na bé&zi datovych tok(
do bezpecnostniho ramce umoznuje odhalit a reagovat
na udalosti ihned po jejich vzniku.

sitové komunikace totiz
ziskdme kompletné jiny
pohled namonitorovanou
IT infrastrukturu,
takze dokazeme
automaticky identifikovat
infikované stanice,
nezadouci sitovy provoz
nebo aktivity uzivateld,

novou vyzvu pro vsechny

jiné anomalie, které
se od bézného provozu odliSuji. Dobrym pfikladem
je Skodlivy kéd Black Energy, ktery stal v roce 2015
za napadenim ukrajinské rozvodné sité. Existuji vsSak
i béznéjsi kybernetické hrozby cilené na organiza¢ni
sitovou infrastrukturu, jako jsou napfiklad botnety

utoky a obecné anomalie
provozu datové sité. Tzv. behaviordlni analyza sité
(Network Behavior Analysis) je schopna, na rozdil od
systémU zalozenych na signaturach, jako jsou antivirové
programy, odhalit i nové nebo dosud nezndmé hrozby a
utoky.
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Mr. Vladimir DZURILLA
Prime Minister Advisor, Chief Digitial Officer, Government of the Czech Republic, Czech Republic

Czech Digital Agenda

Mr. Martin FABRY
Owner & Cybersecurity Gonsultant, Accura s.r.0.

Current and Future Cyber Threats — protect your SCADA system - PANEL DISCUSSION
Threat Monitoring in SCADA ICS

What is important to monitor in SCADA ICS? Why passive monitoring is important and what are the criteria for choosing the right conti-
nuous threat detection tool, a description of the different network environments and ICS and DCS architectures, and the latest trends in
SCADA ICS monitoring.

Dr. Eva FIALOVA, LLM., Ph.D.
Institute of State and Law of the Academy of Sciences, Czech Republic

Connected World — technical, business and legislative aspects - PANEL DISCUSSION

Mr. Jifi GOGELA
Member, Czech Cyber Security Working Group, Cyber Expert, Trend Micro, Czech Republic

Research on vulnerabilities of remotely controlled industrial equipment

Mr. Serhii HALAHAN
Chief Information Officer, NPC UKENERGO

UKENERGO experience in counteracting cyber-security strikes

SCADA as an element of IT environment for the transmission system operator, ways to ensure effective communication with transmission

networks; Operational day-to-day functionality, maintenance and; development of business processes automatization by means of SCADA,;

Modern risks, challenges and threats of SCADA application; UKENERGO experience in counteracting cyber-security strikes

Mr. Terry HALVORSEN
Executive Vice President, Samsung Global 5G, USA

Expert Opening Speech

Mr. Karel HAVLICEK
Minister, Ministry of Industry & Trade, Czech Republic

Opening Speech - Industry 4.0 - Artificial Intelligence — 5G Strategy

Mr. Dettmer HENDRIK )
Head of loT Security Lab, TUV TRUST IT GmbH, Austria

Current and Future Cyber Threats — protect your SCADA system - PANEL DISCUSSION

Mr. Petr JIRASEK

Chairman, Czech Cyber Security Working Group, AFCEA, Czech Republic

Moderator: ICS (SCADA) Security for MILINT; Modern Communication Systems, Future Networks — 5G,
Cyber Security and SCADA/ICS

Closing Remarks
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Mr. Jifi KASNER
Chairman of the Board, COLSYS — AUTOMATIK, a.s., Czech Republic

Certificates

e UCLES FCE A (2004) — CEFR C1,

e (Z Civil aviation authority — state authorized professional inspector (2009 — 2015),
e chartered engineer (Czech chamber of chartered engineers) — (since 2009),

e HIRSCHMANN certified network professional.

Standardization and procedures in design of critical communication infrastructure
COLSYS — AUTOMATIK, a.s., provides critical communication infrastructure (CCI) design and complete solution delivery for more than 20
years. Major projects are based on hard industry applications.

We focus on redundant systems with maximum reliability, providing secure and safe solutions, but still being most transparent for all CCl
communication participants. Correctly, well designed and implemented CCl brings also a security enhancement for all communication
layer — this means PLC level (control level), decentral I/0s, actuators, SCADA layer and, at the end, HMI related controls.

Having well designed, well configured and well implemented CCI with appropriate components is the basic for having CCl for any mission
critical application.

Our presentation will try to show you, how to proceed, how to solve basic problems — to get reliable CCI at the end.

Mr. Pavel KLIMES
Director, Security Products Development, Corpus Solutions, a.s., Czech Republic

Security Product Development Director at Corpus Solutions a.s.

Head of the Offensive Security team at Corpus Solutions a.s.

Defines effective cyber defense strategies for customers

Practical experience in the implementation, detection and management of cyber attacks
Author of the Cyber Defense Academy training concept

Cyber security lecturer for IT and OT staff

21 years of experience in cyber security

e Works for major clients in the Czech Republic (SOB, KB, CNB, SKODA AUTO...)

Cyberattack in Industry 4.0 and its defence
Presentation of the typical SCADA / ICS infrastructure with all typical features of such customer environments. Possible pitfalls and possi-
bilities of exploiting weaknesses to control the system will be pointed out. Subsequently, we will present modern approaches to defense.

Mr. Robert KOMINKA
ICS Security Expert, Corpus Solutions, a.s., Czech Republic

e 9 years of experience in industrial automation (PLC, SCADA, MES) on international projects (heavy industry, transportation, mining,
manufacturing, automotive)

ICS Security Specialist at Corpus Solutions a.s.

Experience in defining technology roadmaps and security analysis for critical infrastructure, ICS penetration tests, Embedded device
Creator of SCADA Labs, Malicious Toys, Scripts and Industry Tools 4.0

Practical experience with tools for the detection of operational / security incidents in ICS using elements of Al

Cyber Security Instructor for IT and OT staff

Working for major clients in the Czech Republic (CEZ, PP, MERO, SKODA AUTO...)

e Work for important clients from abroad (training, presales, LABs for demonstration of cyber attacks and security technologies)

Cyberattack in Industry 4.0 and its defence
Presentation of the typical SCADA / ICS infrastructure with all typical features of such customer environments. Possible pitfalls and possi-
bilities of exploiting weaknesses to control the system will be pointed out. Subsequently, we will present modern approaches to defense.
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Jak vypada informacni bezpecnost

v Ceské republice?

Nize uvedené grafy a texty shrnuji vybrané vysledky prlizkum( a analyz provedenych bezpecnostnimi specialisty
ALEF v rdmci pfipravy zprdvy ALEF Security Report 2019. PIné znéni této zprdvy, shrnujici vyvoj ve vybranych
oblastech informaéni bezpecnosti v Ceské republice v poslednim roce, miizete nalézt na webovych strankédch

spolec¢nosti ALEF na www.alef.com.

Bezpecnostni vzdélavani v roce 2018

34%

Dle odpovédi respondentl v prizkumu ALEF
nezajistovalo v roce 2018 vice nez 34 % dotazovanych
organizaci zddnou formu bezpecnostniho vzdélavani
svych zaméstnanc.

Vyvoj zdjmu o bezpecnostni sluzby
spojené s GDPR

6 %
2017 2018

Zajem o bezpecnostni sluzby spojené s GDPR v roce
2018 citelnym zplUsobem poklesl. V roce 2017 tvorily tyto
sluzby pres 27 % vSech poptdvanych bezpecnostnich
sluzeb, v roce 2018 pak pouze tvorily necelych 6 % z nich.

: || 1ol | 1, Zdatspolecnosti Cisco tykajicich se globalni
Flsem bezpecnostnisituace vyplyva, ze 62%
phishingovych simulaci realizovanych
organizacemi vedlo k ziskani pfihlasovacich (dajl alespon
jednoho uzivatele.

=
- b
. n
Trust the Strong

www.alef.com

.38%

Témér 38 % dotazovanych organizaci realizovalo v roce
2018 phishingové testy svych zaméstnanc(.

Automatické transparentni
Sifrovani e-mailu

2017 2018

Z dostupnych dat z e-mailovych bran vyplyva,

Ze v roce 2018 doslo k rozsiteni podpory
oportunistického TLS Sifrovani. Zatimco v roce
2017 bylo s pomoci TLS Sifrovdno necelych 73 %
pfichozich zprav, v roce 2018 to bylo jiz témér 79 %.

Dle dat spolecnosti F5 vyuzivaji utocnici

phishing podstatné Castéji v obdobi

predchazejicim vano¢nim svatkiim — v roce
2018 byly pocty detekovanych phishingovych Gtok( v
poslednim kvartalu o vice nez 50% nad prameérem.

X ALEF
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M. Jan KOPRIVA
Coordinator — Computer Security Incident Response Team (CSIRT), ALEF NULA, Czech Republic

Jan Kopfiva is the team leader of ALEF CSIRT, a professional security incident response team within ALEF NULA. Before joining ALEF, Jan
worked in both academia and commercial sector and was involved with projects focused on implementation and testing of applications,
proprietary hardware development and information security. His main focus lies in security monitoring and incident response, penetration
testing and other areas of security which traditionally fall within the purview of “purple” teams. He is an author of a number of research
papers and articles focused on different aspects of cyber security and he regularly speaks at security conferences, both domestic and
international. He is also an Incident Handler in the renowned SANS Internet Storm Center.

ICS accessible from the Internet = bad (and very common) practice

Although connecting ICS systems directly to the Internet is generally recognized as inappropriate and dangerous, this practice is relatively

common. ALEF CSIRT periodically monitors the number of internet-connected ICS devices, both on global scale as well as in specific
countries. In this presentation, we will go over the trends in the numbers of ICS devices connected to the internet in Czech Republic and
in other countries of the world and we’ll take a look what specific Industrial Control Systems are, or were, out there and discuss what

a successful attack on these devices could potentially result in. We will also take a look at how easy it is to discover ICS devices on the
internet using commonly accessible tools.

Assoc. Prof. Zdenék LOKAJ

Academic Expert, Czech Technical University in Prague, Czech Republic

Moderator: Industry 4.0 — Connected World, Mobility and loT; Connected World — technical, business
and legislative aspects - PANEL DISCUSSION

Col. Daniel MIKLOS
Fire Rescue Service of the Czech Republic, Czech Republic

Involve 10T technologies into Civil Protection Services

Mr. Pavel MINARIK
Chief Technology Officer, Flowmon Networks, Czech Republic

As Chief Technology Officer at Flowmon Networks, Pavel Minarik is responsible for research and university cooperation, product strategy
and long term technology roadmap as well as technical support and customer projects worldwide. With background in theoretical infor-

matics Pavel works in the area of network traffic monitoring & cyber security since 2006. He has participated in several research projects
(2007-2010) as a senior researcher of Institute of Computer Science of Masaryk University. He is the author of more than ten publications
in the domain of behavior analysis and several algorithms for traffic processing and anomaly detection summarized in PhD thesis “Building

a System for Network Security Monitoring”.

Network monitoring and anomaly detection in ICS/SCADA

Operational Technology (OT) and Information Technology (IT) are merging. OT systems have lived for years totally isolated and now they
should be connected to enterprise networks or the internet. The lack of security measures in this environment, where availability and
integrity will return us back in time, means we will have to deal with the very same issues that experienced IT professionals solved 20
years ago. The OT environment is very fragile and placing invasive monitoring or security tools such as intrusion prevention systems or
antiviruses is close to impossible. Therefore, security measures are usually limited to firewalls being deployed on the perimeter of the OT
environment leaving all the internal traffic as a blind spot. Main focus of the presentation is to show how passive network monitoring can
be adopted and utilized in ICS/SCADA environment to provide in-context and in-depth understanding of both normal traffic and network
anomalies in terms of incident magnitude, impact and root cause.

Mr. Toma$ MULLER
President, AFCEA Czech Chapter, Czech Republic
Moderator: Opening Session

Welcome Speech

ICS (SCADA) Security for MILINT - WORKSHOP

Protect our business against SCADA attacks - WORKSHOP
Closing Remarks

Mr. Du$an NAVRATIL
Director, National Cyber and Information Security Agency, Czech Republic

Opening Speech
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Muzete byt SCADA,
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muzete byt i bezpecni!

Je zifejmé, ze s kazdou technologickou platformou nebo konceptem ¢asto zapominame na

zaklady. Kazdy odbornik na informacni bezpec¢nost vi, ze zakladnimi piliri jeho snazeni jsou

davérnost, dostupnost a integrita. Pokud se zaposlouchame do nékterych prednasek o bez-

pecnosti ve svété ICS/SCADA, treba na letosni konferenci, zjistime, ze néktereé ,,nové“ pohledy
tento pristup opoustéji. Ze by byl zastaraly? Neni.

Zakladem ochrany jakychkoliv procest nebo sluzeb je
vzdy to samé. Na ose udalosti, vedouci od prevence
pres rizné vice ¢i méné bolestivé peripetie k obnove,
je tfreba vzdy pecovat o nase tfi znamé: ddvérnost,
dostupnost a integritu.

Svét SCADA systémU neni vyjimkou. DOvérnost dat
o architekture, procesech, zranitelnostech, nékterych
protokolech, ochrana vlastniho obsahu, a podobné —
to jsou vSechno informace, které je tfeba klasifikovat,
monitorovat, fidit jejich Zivotni cyklus. Je to tézké? Je.
Je to moZné? Ano, je. Casto jde o data, jejichZ vyzna-
mu vétSinou bézny IT expert ne zcela rozumi. Sveét
dbvérnosti dat v fidicich a dohledovych systémech je
komplikovany a ¢asto ma nepfiznivy dopad na dalsi
z onéch tff pilitQ, kterym je dostupnost.

Dostupnost se na planeté SCADA bohuzel tyka nejen
informaci, statickych nebo dynamickych dat, ale i do-
stupnosti procest, sluzeb, znalosti, lidi a dalSich aktiv.
Proto je dostupnost dat soucasti balicku ,must have”
a je Casto stavéna nad dlvérnost a integritu. Skutecny
problém nastava, pokud utoCnik udefi na zranitelnost
dlvérnosti dat a nasledné vyuzije ziskané informace
k Utoku na jejich integritu. Treti pilif — dostupnost — pak
vétsinou spadne sam. Pokud nespadne, vzda se ho
fizené uzivatel systému v reakci na neddvéryhodnost
vystupl a neschopnost systému vérit.

Utok na integritu méize mit dopady ne prvni pohled ne-
viditelné. Parametrické Upravy, drobné Upravy konstant
nebo zavle¢eni novych ¢lent do algoritm{ mohou zpU-
sobit, ze vybrany ovladaci prvek provadi pozadované

akce se zpozdénim, chybnym po&tem opakovani, nebo
jen neposkytne o jejich provedeni informaci.

Soucasny tlak na plnou automatizaci bezpeénosti ICS/
SCADA je pochopitelny. VétSina piné automatizovanych
detekénich systémd vSak cili dominantné pouze na jed-
nu ¢ast triady dlveérnosti/integrita/dostupnost. Nékteré
jsou navic konceptualné zalozené na fikci snadného
a trvalého bezpecného oddéleni OT a IT prostredi. Exis-
tuje rada solidnich bezpecnostnich SCADA technologii,
avSak zadna z nich nefunguje tak, ze se ,zaklapne* do
racku nebo na listu a provoz se prepne na bezpecnost.

Testovali jsme a testujeme radu primyslovych bezpec-
nostnich technologii. VSechny, i ty nejlepsi z nich jsou
k nic¢emu, pokud nenf jejich nasazeni spravné navrzeno,
provedeno a jejich provoz fizen v kontextu spravy vsech
aktiv organizace.

Svét SCADA mize byt bezpecny. Nikdy ale nebude
bezpecny v organizaci, ktera nefidi svou bezpecnost
komplexné. Pravdépodobné nikde na svété neexistuje
firma nebo instituce, ktera by byla schopna zajistit bez-
pecnost svych SCADA aktiv jako bezpecného ostrova
uprostred more improvizace a intuitivnich rozhodnuti.

MUZete byt SCADA, mizete byt i bezpecni. NemUzete
ale byt ,SCADA ONLY* bezpecni. My bezpecnosti ro-
zumime. Radi pomudzeme i Vam ji porozumét.

Martin Uher
CyberG Europe, a.s.
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Mr. Lukas OBORIL
Head of Control Systems Department — Software, IC Energo, a.s., Czech Republic

Expert Session Opening

Mr. Petr 0CKO
Deputy Minister, Ministry of Industry & Trade, Czech Republic

Opening Speech

Mrs. Barbora PALKOVA
CNP & Strategy Dept., Fire Rescue Service of the Czech Republic, Czech Republic

Protect our business against SCADA attacks - WORKSHOP

Mr. Miloslav PAVELKA
02 Czech Republic / Teskalabs, Czech Republic

C-ITS security solution in G-ROADS Czech Republic project

Mr. Jaroslav PEJCOCH
Vice Chairman, Czech Cyber Security Working Group, Czech Republic
Moderator: Protect our business against SCADA attacks - WORKSHOP

Mr. Tomas PLUHARIK
Czech Republic

How to make 5G trustworthy technology

Dr. Josef PROKES
Vice Chairman, Data Protection Office of the Czech Republic, Czech Republic

Connected World — technical, business and legislative aspects - PANEL DISCUSSION

Mr. Tomas PRIBYL
CEO, Corpus Solutions, a.s., Czech Republic

Founder and CEO of Corpus Solutions a.s. (in 1992);

has been involved in cyber security since 1996;

founder of the first training cyber arena in the Czech Republic (Israeli concept);

Member of AFCEA (Member of Cyber Security Working Group);

Member of the competition committee of the secondary school cyber competition seeking new talent in the cybersecurity area;
Member of the 21st Century Security Platform for Cyber Security;

lecturer on cyber defense at international conferences organized by AFCEA.

[

General Partner Speech
Gurrent and Future Cyber Threats — protect your SCADA system - PANEL DISCUSSION
ICS (SCADA) Security for C-Level - WORKSHOP

Mr. Vladimir ROHEL
Security Director, National Agency for Communication and Information Technology, Czech Republic

What will be the critical infrastructure of tomorrow?
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Awareness of operational technology (0T) and
critical infrastructure system security is rising

OT refers to the hardware and software used to run industrial control systems (ICS), such as SCADA, that serve as
the foundation of various areas of critical infrastructure. This includes industries that are essential to public safety
and well-being, including power plants, manufacturing, water utilities, healthcare, transit, and more. OT differs from
traditional IT systems due to the processes and systems that must be incorporated to effectively manage production
and resource development systems, including engines, valves, sensors, and even robotics, that are common to crit-
ical infrastructure environments but may be absent from traditional IT stacks. While IT and OT have been managed
separately since their inception, there has been a growing movement toward the convergence of these two systems.

IT / OT Convergence and Cybersecurity

This IT/OT convergence can affect the cybersecurity posture of critical
infrastructure, especially given the impact that downtime caused by
a cyberattack can have on the economy, health, and productivity of the
nation. And worse, the potential safety risks to workers and even local
communities should a critical system be compromised.

OT system managers are rightly concerned about the impact of
IT/OT convergence, which is one of the reasons why OT networks were
historically air-gapped in the first place. Such an approach limited attack
surface concerns, since the OT environment didn't extend to external
networks. OT environments converged with IT are not only highly sus-
ceptible to traditionally IT-focused cyberattacks but also vulnerable to
basic IT functions like the active scanning of network devices, which
can disable a primitive device or, worse, bring an entire system down.

The proper approach to securing OT environments, therefore, is to
build security directly into the network architecture to ensure that the
preservation of safety and system availability are paramount. While this
resembles a traditional security strategy approach, it requires specialized
solutions and strategies adapted to OT’s unique requirements.

Layered Segmentation with a Multi-Factor Authentication

To control access, organisations needs to implement layered segmenta-
tion with a multi-factor authentication scheme, which is crucial, especially
in a critical manufacturing domain where the network architecture spans
multiple lines of production. This approach defeats the ability to cause
harm, either directly or indirectly, through malware propagation to any
areas outside of the immediate zone of control.

How to address OT Threats

Implementing an active network defense is critical, not only to defend
against bad actors but to also protect delicate, high-valued infrastruc-
ture from accidental damage caused by normal IT activities. It includes
three steps:

1 - Address known and reasonably expected threats by applying secure
gateways at the edges of the OT network, and then implementing
signature-based solutions to recognize and stop known threats.
However, care must be taken to identify and implement solutions
that are fluent with or support OT protocols, applications, devices
and processes.

2 - Address unknown threats begin by defining the attack surface and
baselining normal activity in order to detect behaviors that are either
zero-day, existing malware you've not seen before, operator errors
or coerced actions by a trusted operator.

3 - Trust assessments need to occur in real-time that enables the
detection and analysis of malicious behaviors before they can
affect live operations.

At-speed Recognition and Real-Time Network Security Analysis

Across any OT network architecture, accomplishing at-speed recognition
of any known malicious code, unknown code or irregular instruction is
imperative. The ability to detect, analyze and neutralize any potential
threat depends upon real-time analysis of all the instructions that are
being executed.

Real-time event analysis affords consistent protection regardless of
intent. It is impartial and affords detection through at-speed analysis
that protects against well-orchestrated attacks, as well an operator who
carelessly commits an error while executing OT processes. This approach
disregards assumed trust and instead seeks to protect the highly valued
assets of the OT system and the enterprise.

Understandably, awareness of operational technology (OT) and
critical infrastructure system security is rising. The journey to
protect and secure OT systems is well under way but requires
both vigilance and the recognition of the need to build in security.
The ability to implement security solutions that deliver visibility,
control and real-time situational awareness are the differentiators
enabling safe and more efficient operations.

Author: FORTINET, Jan Vaclavik, Systems Engineer, CEE
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Mr. Petr ROUPEC
CEO, Bohemia Market CZ, Czech Republic

Petr holds a degree in Industrial Automation from the EIT Institute Australia and has worked in several roles within the automation busi-
ness.

He had assignments that ranged from small machinery automation up to designing and commissioning control systems for refineries and
power stations.

With several decades of hands-on experience, he led an international team that designed the electrical & controls systems for a Nuclear
Power station in Europe from 2009 to 2015.

Petr has ample experience with Distributed Control Systems and related underlying technologies, such as networking.

His skills and experience in engineering management and running an industrial service organization allowed him to build his own compa-
ny, Bohemia Market, that provides comprehensive engineering services for customers around the world.

Pioneers on the power generation industry have trusted Petr and Bohemia Market on providing state of the art support to the existing
industrial facilities, which suffer from poor OEM support and to attenuate the high costs that come with fast electronic products obsoles-
cence.

This obsolescence of high-value operational control systems and the current cybersecurity threads led him to design the Bohemia Market
cybersecurity handbook for industrial facilities.

One way data transfer. Entirely secure. Unlimited Tags.
Connecting any strategic infrastructure to the Internet makes it vulnerable to security threats. Learn how to establish the cybersecurity
perimeter out of a single box.

M. Viadimir SEDLACEK
Technical Director, GREYCORTEX, Experienced Developer, Analyst, Certified Ethical Hacker, Certified Livewire Investigator,
Czech Republic

Vladimir Sedlacek is an experienced developer, analyst, and administrator who has worked on a broad array of projects, including connec-
ting diverse systems and developing a secure web platform and infrastructure for more than 100 million clients. His passion for electro-
nics, cyber-security and hacking has led him, among other things, to pass the Certified Ethical Hacker and Certified Livewire Investigator
exams. He brings this experience to GREYCORTEX, where he works as CTO, and leads the development department.

New approaches to detection of SCADA threats

Modern control systems include more and more digitally interconnected devices, covering an ever larger area. This infrastructure
increasingly uses elements borrowed from IT networks; not only for data collection, but also for precision tasks. Originally, systems were
secure because they didn’t connect to the Internet. Today, systems are open to, and communicate across the Internet; but equipment and
transmission security is treated as secondary to core functionality. Detecting and combating modern threats in control systems is a multi-
-layered challenge, connecting the world of OT and IT.

Mr. Tobias SCHROEDEL
IT-Security expert, Expert on TV and the world’s first Comedyhacker®, Germany

Live hacking show - internet of things For almost 14 years, Tobias Schrddel has worked for TSystems International as a consultant for
IT -security. Before that, he had been responsible for the development of logistic solutions in the Enterprise Business Segment of United
Parcel Service Europe. He is a certified instructor for IT - specialists and is working for the German Chamber of Commerce as an auditor

of soon to be IT -specialists for over a decade.

Heartbeat to hell

The story of hacking a pacemaker. Two IT security specialists analyzed pacemakers and found some vulnerabilities. Tobias has received
first hand information on this attack and is going to share them with us in his presentation. No matter, if you have a pacemaker or not.
your pulse will rise, when you see, what's possible - and what the prupose behind the research finally was.

ICS (SCADA) Security for C-Level - WORKSHOP

Mr. Ladislav STRAKA
Managing Consultant at Service & Support, Czech Republic

Ladislav serves as a Managing Consultant at Service & Support, specializing in Systems and Security Management solutions. For more
than 20 years of his professional career he managed teams designing and implementing enterprise scale management systems aiming
to bring real business value to its customers. Long term collaboration with Utility customers also brought him a lot of challenges in field of
Security & Operation for SCADA systems. Receiving itsmF and CACIO awards last years confirms his innovative approach trying to solve
actual issues today’s ClOs are fighting with.

Big Data in ICS
Splunk for loT and SCADA systems

SCADA systems used to be a closed platform up until the recent past. That is not the case now as these systems are no longer separated
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Samsung Electronics Manufactures
End-to-End 5G Hardware Systems

-Security is at Samsung’s Core-

For more than 35 years, Samsung has been a leader
across the mobile industry, from chipsets to network
sclutions to smartphones. Over the past decade, the
company's dedication to pushing boundaries has
paved the way to the development of the world's first
end-to-end 5G solution. Samsung designs and man-
ufactures all the parts integral to 5G: chips, network
equipment, access units, CPE's and hand held de-
vices—all with industry-leading security. Because of
Samsung's controlled design and manufacturing en-
vironment it can deliver unrvaled equipment interoper-
ability and security assurance. No other company can
deliver this end to end, secure 5G ecosystem with
a trusted global supply chain. Guaranteeing trust in its
products and services is Samsung's top priority, and
the company is committed to working with its business
partners and governments customers around the
world to maintain leadership in this area.

The need for increased maobility and connectivity raises
threats to security and data protection, and Samsung
Is committed to assuring the security of its products
that government customers rely upon to execute their
important missions. Ensuring a high-level of protection
for devices and information is crucial. SAMSUNG
KNOX™ an unrivaled industry-leading security plat-

form, is deployed on all our 5G products and across
all connected devices. SAMSUNG KNOX™ provides
defense-grade, government certified security for even
the most demanding requirements, and is flexible to
accommodate users from any industry. Only Samsung
has complete security architecture for hardware, OS
and application layers, and is verified as the highest-lev-
el security solution by governments and organizations
(GSMA, Gartner, MDFPP, etc.) worldwide. Samsung
IS also in close collaboration with the security research
community, and collaborates with the most advanced
securnty inteligence companies in the world to provide
unrivaled secure communication networks.

Samsung has the expertise to develop custom solu-
tions for our government customers, and can provide
the rignt speed, distance, form factor, mobility features
and power ranges to meet many specialized needs.
Samsung is committed to building customer trust
through open partnership with the security industry
and close collaboration with its business partners. As
the recognized worldwide leader in 5G ecosystem
solutions, Samsung will work with governments and
in-country partners to create secure, 5G network
solutions that meet their needs.

SAMSUNG

30

SCADA SECURITY CONFERENCE 2019



o o

from other networks. SCADA is being linked with other information systems within the same organisation, with systems of contractors and
with systems outside of the reach of SCADA administrators. A topic very closely connected to this fact is the Security of SCADA sys-
tems. SCADA systems are typically highly customized with many proprietary elements, subsystems, specific means of data transfer and
processing.

It is therefore crucial that the SIEM itself is easily customizable and able to ingest, process and evaluate a wide range of data types
coming from the many proprietary systems. Splunk as a platform operating on the principle of “Data-to-Everything” natively meets these
requirements, being a Big Data solution right from the start. Splunk is thanks to its openness in terms of processing both structured and
unstructured input data an ideal platform for oT. Due to its robustness and highly scalable nature it is able to ingest vast amounts of data.
This makes it fully involved in Industry 4. 0.

Splunk integrates previously separate areas — Operations, Security and Business. Various forms of data processing, evaluation, visualizati-
on and subsequent actions are used according to specific needs of individual departments of the organization.

Assoc. Prof. Radomir SCUREK
Deputy Head, Department of Security Services, Faculty of Safety Engineering, Technical University of Ostrava, Czech Republic

Protect our business against SCADA attacks - WORKSHOP

Mr. Jozef SEREG
The Prague Public Transit Co. Inc., Czech Republic

M. Ale$ SPIDLA

President, CIMIB, Czech Republic

Moderator: Current and Future Cyber Threats — protect your SCADA systems; Current and Future Cyber Threats — protect
your SCADA systems - PANEL DISCUSSION

£

Mr. Kamil TICHY
Ministry of Defence of the Czech Republic, Czech Republic

Gurrent and Future Cyber Threats — protect your SCADA system - PANEL DISCUSSION

COL (RET.) Martin UHER
CEO and Chairman of the Board, CyberG Europe a.s., Czech Republic

He successively studied measurement and automation technology, communication, and pedagogy. During his army service he worked
in the field of specialized electronics. He later dedicated his career to electronic devices construction and worked subsequently as cyber
security manager and diplomat. He is ranked among the founders of European Cyber Security Excellence Center and keeps lecturing at
various universities.

Moderator: New Technological Trends in ICS Security

Opening Speech — New addictions as a source of new threats - PANEL DISCUSSION
Connected World — technical, business and legislative aspects - PANEL DISCUSSION

Mr. Jan VACLAVIK
Systems Engineer, Fortinet, Czech Republic

Jan Vdclavik graduated in Technical Cybernetics at FEE-CTU in Prague and currently works for Fortinet as Systems Engineer for CEE
region. He has been working in the area of computer network security for more than 8 years and has gained a lot of theoretical and practi-
cal experience. His extensive knowledge of network security and pre-sales support is appreciated by many customers and partners. In his
work he focuses, among other things, on the general presentation of the importance of the concept of computer network security.

SCADA Systems as Target of Cyber Attacks
Current and Future Cyber Threats — protect your SCADA system — PANEL DISCUSSION

Mr. Jan VYKOUKAL
Head of Department, Ministry of Interior, Czech Republic

Protect our business against SCADA attacks — WORKSHOP
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Pokrocila ochrana operacnich

technologii

Proc je potfeba se zabyvat bezpecnosti OT siti?
Utoénici mohou napadenim fidicich systémé ve verejné
infrastruktufe, primyslu a energetice (Operational
technology, OT) zpUsobit obrovské Skody napfiklad tak,
Ze neplanované vypusti pfehradu, zplsobi blackout nebo
prevezmou ovladani pramyslového robota, ktery pak
nékomu ublizi.

Co pro zabezpeceni OT dokaze GREYCORTEX
udélat?

V dobé, kdy jsme zacinali s vyvojem nasich produktd,
neexistoval nastroj schopny detekovat napadeni naptiklad
skrze socialni inzenyrstvi, ani “insider threats”. Tak jsme
ho vyrobili. MENDEL dokaze velmi dobfe analyzovat
veSkery provoz v siti a maximalizovat viditelnost do sité.
Tim umoziuje sitovym analytikim provést hlubokou
forenzni analyzu sité a odhalit veSkeré hrozby at uz
znamé, neznamé Ci pokrocilé pretrvavajici hrozby. Dokaze
detekovat anomalie a vidi i to, co jiné nastroje odhalit v
siti neumi nebo objevi pfili§ pozdé - kdyz malware Ceka
na akci, my ho uz monitorujeme. Vyuzili jsme tedy téchto
prednosti nasi technologie a prenesli je ze svéta IT také
do svéta operacnich technologii. U nasich zakaznikd jsme
zjistili, ze IT a OT sité mohou byt Uzce provazané, ¢ehoz
se snazime vyuzit.

Jak takovy produkt vypada?

GREYCORTEX poskytuje pokrocilé feSeni pro analyzu
sitového provozu, detekci hrozeb, sledovani vykonu,
forenzni analyzu a predevsim hlubokou viditelnost do siti.
Jedna se o prehledny a snadno pouzitelny produkt, uréeny
pro sitové analytiky a opravdové profesionaly v oblasti
sitové infrastruktury a bezpec€nosti, kterym pomaha rychle
a detailné se dostat k plvodu anomadlii a potenciélnich
hrozeb. MENDEL je idealni produkt pro stfedni a vétsi
spole¢nosti a instituce. Diky nému mate naprosty prehled
o déni v IT i OT siti a pofadek v tom, co se vlastné ve
vasi siti nachazi. Tento nastroj navic poskytuje prostor
pro snadnou a prehlednou spolupraci mezi IT, OT a
bezpe€nostnim tymem.

Jak je mozné, Zze MENDEL reSi viditelnost do IT

i OT siti?

Plvodni automatizace byla provozovana po desetileti
izolované, ale z technickych a ekonomickych ddvodd,
a také pro vétSi komfort, jsou dnes témér vSechna
provozovana zafizeni propojovana do IP siti (I v IP znamena

Ing. Vladimir Sedlacek
Technicky feditel GREYCORTEX

Internet), coz je vystavuje vysokému riziku Utoku.

Sice je teoreticky mozné donést do rozvodny USB KIic,
ale to je pomérné nepraktické a navic jej nékdo musi
do néceho zapojit. A to néco je zase pocita¢, at uz
vypada jakkoli. | kdyz nejsou pfipojeny pfimo k Internetu,
“vzduchotésné” systémy dnes prakticky neexistuiji,
protoze izolované zafizeni nelze dalkové kontrolovat,
diagnostikovat a spravovat. Tedy to neni vhodné ani pro
manazery. Bezpec€nost je jako cibule a utoénici ji loupou
slupku po slupce, proto je dobré o uUtocich védét co
nejdfive.

Cim je zabezpeéeni SCADA/OT od spoleénosti
GREYCORTEX vyjimecné?

Pouzivame v nastroji umélou inteligenci - MENDEL je
schopen se sam ucit vzorce typického chovani v siti a
model prizplsobuje aktualni hodiné v daném dni a tydnu
(napfiklad v patek v 15:00). MENDEL dokaze v siti pfesné
detekovat a vyznacit, kdo s kym komunikuje, kdy a s
jakou €asovou frekvenci. Dale vytvari modely pro vSechna
zafizeni v siti, kazdou sluzbu i subnet. V ramci SCADA siti
modeluje kazdou komunikaci mezi jednotlivymi zafizenimi
a dokaze odhalit jejich anomalie. MENDEL samoziejmé
pracuje také se specifickymi signaturami znamych Utokd
vCetné nasich vlastnich detekénich metod, a dokaze tak
bezpecné odhalit asi 400 typl Utokl na zafizeni OT.

Jaké technologie GREYCORTEX podporuje?

Zabyvame se zajiSténim bezpecCnosti a spolehlivosti
predevsim pro zafizeni, pro ktera neexistuji antiviry a Casto
ani aktualizace. To je dnes velka ¢ast zafizeni pfipojenych
do siti a snad vSechna prlimyslova zafizeni. Pro chytry
toustovac si ale naSe reseni dnes nikdo nepofridi, proto se
zaméfujeme na kritickou infrastrukturu. Ale v podstaté jde
o veskera zafizeni vyuzivajici SCADA protokoly ve vyrobé
a prepravé produktd, latek, energie nebo v medicing.

Jakym smérem se spoleénost GREYCORTEX
v operacnich technologiich diva?

Tak jako u jinych technologii jde vyvoj smérem vesmir -
armada - primysl - konzumenti. GREYCORTEX preskodil
vesmir (aby se k nému pozdéji vratil) a na Uroven armadnich
systéml je dnes stavéna také kriticka infrastruktura.
Aktualné tedy sméfujeme predevSim do prlimyslu 4.0,
nicméné obecné Ize odpovédét, Zze plsobime vsude
tam, kam se zamérfuji pokrogili uto¢nici a kde maji nasi
zékaznici co chranit.
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CORPUS
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CORPUS SOLUTIONS a.s.

Stétkova 1638/18
140 00 Praha 4
+420241020333
sales@corpus.cz
WWW.COrpus.cz

Corpus Solutions je konzultaéni a technologickou spoleCnosti, kterd se specializuje na
oblast aplikované kybernetické bezpecnosti. Zakazniky systematicky vedeme k tomu, aby
se naucili rozumét kybernetickym hrozbdm, které ohroZzuii jejich business a dokazali na né
spravné reagovat. NaSe hodnota lezi ve vysoce profesiondlnich sluzbéch, které se opiraji
0 praktické zkuSenosti z ndrocnych prostredi a jsou poskytovany odborniky s dlouholetou
historii v oblasti kybernetické bezpecnosti.

Corpus Solutions is a consulting and technology company specialising in applied cyber
security. We systematically encourage our customers to understand and respond to
cyber threats that endanger their businesses. Our value lies in the highly professional
services that are delivered based on practical experience collected from diverse
demanding environments by our experts with an extensive history in cyber security.

GENERALNi PARTNER / GENERAL PARTNER
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SOFTWARE TECHNOLOGIES LTD

CHECK POINT SOFTWARE
TECHNOLOGIES s.r.0.

Pobrezni 620/3

186 00 Karlin
+420222311495
info_ee@checkpoint.com
www.checkpoint.com

Check Point Software Technologies Ltd. (www.checkpoint.com) je predni poskytovatel
kyberbezpecnostnich feseni pro viddy a organizace po celém svété. Chrani zakazniky pred
kyberttoky 5. generace prostfednictvim unikatnich feSeni, ktera nabizi bezkonkurencni
UspéSnost zachyceni malwaru, ransomwaru a jinych pokroCilych cilenych hrozeb.
Check Point nabizi vicetroviiovou bezpegnostni architekturu, Infinity Total Protection
s pokroGilou prevenci hrozeb 5. generace, a tato kombinovana produktova architektura
chrani podnikové sité, cloudova prostredi a mobilni zafizeni. Check Point navic poskytuje
nejkomplexnéjsi a nejintuitivnéj$i nastroje pro spravu zabezpedeni. Check Point chrani
vice nez 100000 organizaci vSech velikosti.

Check Point Software Technologies Ltd. (www.checkpoint.com) is a leading provider
of cyber security solutions to governments and corporate enterprises globally. Its
solutions protect customers from cyber-attacks with an industry leading catch rate
of malware, ransomware and other types of attacks. Check Point offers a multilevel
security architecture that defends enterprises’ cloud, network and mobile device held
information, plus the most comprehensive and intuitive one point of control security
management system. Check Point protects over 100,000 organizations of all sizes.

GENERALNI PARTNER / GENERAL PARTNER
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F::RTINET

FORTINET, organizacni slozka

Bucharova 2641/14, 158 00 Praha 13
+420221228600
csr_sales@fortinet.com
www.fortinet.com

Fortinet (NASDAQ: FTNT) poskytuje zabezpeceni nejvétsim podnikiim, poskytovateltim
sluzeb a statnim institucim na celém svété. Vybavuje zdkazniky inteligentni, vysoce
(i¢innou ochranou proti véem druhdm hrozeb, kterd je schopna vyhovét neustale rostoucim
narokdim na vykon v neohranicenych sitich — dnes i do budoucna. Pouze bezpecnostni
architektura Fortinet Security Fabric dokéie poskytovat zabezpeéem’ bez kompromisﬂ na
i mobilnim prostfedi. Spole¢nost Fortinet je nejvétSim svétovym vyrobcem bezpecnostnlch
zafizeni z hlediska poGtu dodanych kusd. Na jeji feSeni spoléha pfi ochrané svych podnikil
vice nez 415000 zékaznik{. DalSi informace naleznete na strankach http://www.fortinet.
com, v blogu Fortinet Blog a strankach laboratofi FortiGuard.

Fortinet (NASDAQ: FTNT) secures the largest enterprise, service provider, and
government organizations around the world. Fortinet empowers its customers with
intelligent, seamless protection across the expanding attack surface and the power
to take on ever-increasing performance requirements of the borderless network -
today and into the future. Only the Fortinet Security Fabric architecture can deliver
security without compromise to address the most critical security challenges, whether
in networked, application, cloud or mobile environments. Fortinet ranks #1 in the
most security appliances shipped worldwide and more than 415,000 customers
trust Fortinet to protect their businesses. Learn more at http://www.fortinet.com, the
Fortinet Blog, or FortiGuard Labs.

HLAVNI PARTNER / MAIN PARTNER

SAMSUNG

SAMSUNG ELECTRONICS

GLBLGOVinfo@samsung.com
WWw.samsung.com

Samsung Electronics is a worldwide leader in secure 5G and mobile solutions. We
design, manufacture and deliver a complete 5G and mobile equipment ecosystem
in a secure environment and controlled supply chain. Samsung partners with
government agencies and enterprises globally to deliver secure hardware/software
solutions to help achieve their critical missions.

HLAVNI PARTNER / MAIN PARTNER

‘:3 Bohemia
) Ma .
BOHEMIA MARKET CZ, s.r.0.

Svétlice 118

396 01 Humpolec

Czech Republic
+420565533729
sales@hohemiamarket.com
bm.company

Firma Bohemia Market poskytuje komplexni inzenyrské sluzby zakaznikiim po celém
svété. Od aktualizace a modernizace HMI systém(i, az po névrh a dodéni sofistikovanych
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CYBER
SECURITY

We live in a world of automation and
data exchange. lloT and Industry 4.0 are
hot topics right now, but the most basic
affair remains: as more and more things
get connected, the risk of a security
breach increases.

Talking about operation technology
systems (OT), the question is how to
secure them against cyber security
threats without the need to completely
modify them and how to achieve a full
understanding between security rules
for Information Technology (IT) & for
OT. In short, cyber security for OT
differs from cyber security for IT.

“The greater risk for a non-secure

control system is being vulnerable to
threats like enabling outsiders to

take control over the Power Plant. ,’

The role of the OT computer systems is
to keep the plant safe, functional, and
highly available. Industrial assets have
several systems in place with roles that
are clearly defined to protect and
control processes that gather data for
maintenance,  billing, and  other
business-related purposes.

But what happens when a one-fits-all
solution is applied for security?

RECIPE FOR DISASTER

In the same way that IT firewalls are not
efficient for OT, when IT Policies are
applied to OT systems, we have a recipe
for disaster.

Let's take the example of the IT security
rules for setting a password. We are all
familiar with the strong password rules:
at least 8 characters, both upper and
lower case, adding special characters
and non-consecutive numbers.

This layer of security might be suitable
for preventing unauthorised access to a
business system but in the Control
Room things are different.

bm.company

Do you think your Power Plant is protected
because you have firewalls? Think again.

If the operator is locked out of the
control system this could have serious
consequences in terms of availability of
the Power Plant and safety.

And of course, the last thing you want
in a Power Plant is to lose control.

THE SOLUTION

It is essential to have a clear view of the
differences between IT and OT security
measures to be able to implement rules
that work on each environment.

To achieve this, it is imperative to find a
partner that has experience with
operational technology systems to
prevent the erroneous implementation
of IT cyber security rules into OT
systems.

At Bohemia Market, we have over 18
years' experience working with OT
systems. We understand the security
requirements for Power Plants and are
able to establish the cyber security
perimeter out of a single box.

Our PEDRONEL ONE is a data diode
solution that blocks unauthorised
connections and eliminates cyber
threats. It enables the data to travel
securely from the Power Station to any
offsite location in the world, eliminating
the risk of hackers taking control of
your Power Plant.

It includes a revolutionary Historian
that goes beyond data collection, it gets
information out of the data and enables
you to make critical decisions faster.

The tag searching feature saves you
time when viewing your complete plant
history and makes reporting a breeze.

We are disrupting the industry with a
uniqgue Unlimited Tags Model that
gives you all of the process data points
you need without restrictions and
included in a one-time fee.

The web-based visualisation system is
available on desktop, mobile and video
walls to display your data directly from
OPC UA servers.

Gas turbines monitoring

Solar plants monitoring

One way data transfer. Entirely secure
and with unlimited tags to keep you
competitive on the grid.

Talk to us about your Power Plant
security needs today.

Learn more at bm.company 1

Bohemia Market




dalkovych monitorovacich center. Jsme schopni pokryt celé spektrum, abychom véam
zajistili konkurenéni vyhodu na trhu. Za vice nez 18 let nasi pdsobnosti jsme si ziskali
ddvéru vizionarl v elektrarenském priimyslu z riiznych koutll svéta, protoze mame odvahu
nachézet netradicni feSeni tam, kde si ostatni netroufaji. Pro vice informaci navstivte naSe
stranky bm.company.

At Bohemia Market we provide comprehensive engineering services for customers
around the world. From upgrade of HMI systems, to design and delivery of
sophisticated Remote Monitoring Centres. We cover the whole spectrum to give you
the competitive edge on the grid. With more than 18 years’ experience, we have
earned the trust of visionaries in the Power Generation Industry worldwide because
we dare to find solutions where others don’t venture. Learn more at bm.company

COLSYS
AUTOMATIK

COLSYS - AUTOMATIK, a.s.

Hutska 1294

272 01 Kladno
Czech Republic
+420312285312
www.colaut.cz

InZenyrska spole¢nost poskytuijici sluzby v oborech priimyslova automatizace, priimyslova
komunikace, fizeni a optimalizace energetiky. Spole¢nost COLSYS — AUTOMATIK, a.s.,
se ve svém portfoliu vénuje jiz vice nez 20 let navrhu, projektovani, nasazeni, dodévkam
a servisu priimyslovych komunikacnich siti. V drtivém procentu se jedna o kritickou
komunikacni sitovou infrastrukturu v priimyslovém prostredi.

Engineering company providing services in the fields of industrial automation,
industrial communication, power management and optimization. For more than
20 years COLSYS - AUTOMATIK, a.s. has been designing, deploying, supplying and
servicing industrial communication networks. It is an overwhelming percentage of
critical communication network infrastructure in an industrial environment.

FLOWMON NETWORKS a.s.

Sochorova 3232/34
616 00 Brno

Czech Republic
www.flowmon.com

Flnwmnn

Ceska spoletnost Flowmon Networks poméha firmém spravovat a zabezpedovat jejich
sitovou infrastrukturu prostfednictvim moderni technologie monitorovani a analyzy chovéni
pocitaovych siti na bazi datovych tokd (NetFlow/IPFIX). Diky feSeni Flowmon ziskavaji IT
profesiondlové po celém svété kontrolu nad sitovym provozem, zvySuji vykonnost aplikaci
a chrani své systémy pred modernimi kybernetickymi hrozbami, které obchdzi tradicni
bezpeCnostni pruky.

Flowmon Networks empowers businesses to manage and secure their computer
networks confidently. Through our high performance network monitoring technology
and lean-forward behavior analytics, IT pros worldwide benefit from absolute network
traffic visibility to enhance network & application performance and deal with modern
cyber threats. Driven by a passion for technology, we are leading the way of NetFlow/
IPFIX network monitoring that is high performing, scalable and easy to use. The
world’s largest businesses, internet service providers, government entities or even
small and midsize companies rely on our solutions to take control over their networks,
keep order and overcome uncertainty. With our solution recognized by Gartner,
recommended by Cisco, Check Point and IBM, we are one of the fastest growing
companies in the industry.

DRCES ' vs

GREYCORTEX s.r.o0.

Purkyriova 127

612 00 Brno

Czech Republic
+420511205216
info@greycortex.com
www.greycortex.com

GREYCORTEX vyuziva pokrogilé metody umélé inteligence a strojového uceni, které pomahaji
MENDEL, produkt spolecnosti GREYCORTEX, je pokrocilym FeSenim pro analyzu sitového
provozu, detekci hrozeb, sledovani vykonu a hluboké viditelnosti siti pro mistni a nérodni
(Fady, armadu, justici, kritickou infrastrukturu, zdravotnické, vyzkumné a finanéni instituce
a podniky vSech velikosti. Chrani jejich budoucnost, citliva data, sité, tajemstvi a povest.

GREYCORTEX uses advanced artificial intelligence, machine learning, and data mining
methods to help organizations make their IT and OT network operations secure and
reliable. MENDEL, from GREYCORTEX, gives professionals the security of knowing
what’s hiding in their IT and SCADA networks, at any time. Using network traffic
analysis, it helps corporations, governments, and the critical infrastructure sector
protect their futures by detecting cyber threats to sensitive data, networks, trade
secrets, and reputations, which other traditional network security tools miss.

VERACOMP, s.r.0.

Safafikova 201/17 N
120 00 Praha -4, &veracomp
+420724647785 )\

info@veracomp.cz
WWW.vVeracomp.cz

Veracomp Ceska republika je VAD - to je zkratka pro ,Value Added Distributor”, co? si
mizeme vylozit tak, Ze jenom neprodévéame, ale poskytujeme pridanou hodnotu na poli
konzultaci, Skoleni a technického poradenstvi. Zni to hrozné sloZité, ale vlastné tomu tak
neni: Z povahy distribucniho modelu, ktery ctime, neproddvame na koncovy trh, ale pres
naSe obchodni partnery.Jsme soucasti Veracomp Group - lidra v distribuci s pfidanou
hodnotou (VAD - Value Added distribuce) v oblasti ICT FeSeni. Spolecné plisobi ve
17 zemich stfedni a vychodni Evropy.

V naSem portfoliu naleznete hned nékolik proslulych znacek:

Fortinet - pfedni svétovy dodavatel integrovanych sitovych bezpecnostnich feSeni pro
poskytovatele pfipojeni, datova centra, podniky a pobockové sité. Spolecnost Fortinet je
drzitelem 320 patentl a dalsich 258 navrhil ma v patentovém fizeni. Pro své produkty
ziskala vice certifikat(i nez kterykoli jiny dodavatel bezpe¢nostnich zafizeni.

Nozomi Networks - svétova jednicka ve svém oboru, se zabyva kybernetickou bezpecnosti
v oblasti priimyslovjch siti (tzv. ICS — Industrial Control Networks). Redeni Nozomi
Networks poskytuje kompletni visualizaci prostfedi a datového provozu uvnitf sité.
Extreme Networks - patfi mezi lidry v oblasti jak pevnych, tak bezdratovych sitovych
technologif. ReSeni Extreme Networks stoji na konceptu inteligence ve spravé. To
mimo jiné znamena, Ze zakaznikdim poskytuje v siti detailni viditelnost a kontrolu nad
provozem tak, aby védéli, co se v siti déje, kdo, kdy, kde a s jakym zafizenim se
pfipojuje a jakeé aplikace a s jakou kvalitou pouziva.

Veracomp Czech Republic is a VAD - this stands for ,,Value Added Distributor*, which
we can interpret as not just selling, but providing added value in consulting, training
and technical consulting. It sounds terribly complicated, but it is in fact very simple:
By the nature of the distribution model we honor, we do not sell to the end market, but
through our business partners.

We are part of the Veracomp Group - leader in Value Added Distribution (VAD) in ICT
solutions. Together we operate in 17 countries of Central and Eastern Europe.

In our portfolio you will find several renowned brands:

Fortinet - the world’s leading supplier of integrated network security solutions for
connectivity providers, data centers, enterprises and branch networks. Fortinet holds
320 patents and has 258 other patent applications pending. It has received more
certificates for its products than any other security device supplier.

Nozomi Networks - the world leader in its field, is engaged in cyber security in area
of industrial networks (so-called ICS - Industrial Control Networks). Nozomi Networks
provides complete visualization of environment and data traffic within the network.
Extreme Networks - is a leader in both fixed and wireless networking. Extreme
Networks solutions are based on the concept of intelligence in management. This
means, among other things, providing customers with detailed visibility and control
over the network so they know what is happening on the network, who, when, where
and with what device they are connecting, what applications and quality they use.
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Kazdy dodavatel vétsiho fidiciho systému v jakékoliv
oblasti je postaven pred otazku, jakym zplisobem
vyreSit a navrhnout komunikacni infrastrukturu tak,
aby spinila nékteré zakladni pozadavky, které rada
obchodnich partnerti vnima jako samoziejme, a¢ to
tak mnohdy zdaleka neni.

Zakladnim stavebnim kamenem spravného navrhu
primyslové komunikacni infrastruktury je prvotni
analyza fyzicke a logicke topologie celého systému.
Tato analyza vychazi ze znalosti parametri
koncovych zafizeni v kombinaci s mozZnostmi
aktivnich prvki vlastni sitové infrastruktury.
Soucasny trend sméfuje cestou kvality, spolehlivosti
a stability poskytovanych sitovych sluzeb oproti

systémtim sice levnym, ale s pochybnou spolehlivosti

a stabilitou.

Jiz fadu let preferujeme prvky s pinou spravou a s integra-
¢i do nadrazenych dispecerskych systémii nebo systémii
pro dohled nad celou sitovou infrastrukturou. Plné

COLSYS - AUTOMATIK, a.s., Hutskd 1294, 272 01 Kladno, tel.: +420 312 285 312, e-mail: obchod@colaut.cz

Jak spravné navrhnout komunikacni
system pro rozsahle systemy rizeni.

spravovatelné (managed) prvky umoziiuji v fadé pripadi

vyuziti pokrocilych redundantnich strategii (zalozni

komunikacni cesty, napajeni, apod.) a nejriiznéjSich
pomocnych sluzeb, které zvySuji odolnost systému jako
celku proti chybam ¢i nestabilitdm.

Spravné navrzeny komunikacni systém by mél vsem
jeho uzivatelGim poskytovat zcela transparentni
a spolehlivé komunikacni prostredi.

Nase spolecnost se navrhu systémd, jejich analyzam,
projektovani a, v neposledni fadg, i dodavkam a servisu
vénuje jiz vice nez 15 let. Komunikacni sité vzniklé
7 této nasi prace je mozné nalézt po celém svéte,
pricemz v drtivém procentu pripadd se jednd o kritickou
infrastrukturu v ryze primyslovém prostredi.

(R) HIRSCHMANN

Am&um

www.colaut.cz
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SERVICE & SUPPORT spol. s r. 0.

gvonafka 16,617 00 Brno
Ceska republika
www.sands.cz

bo) service
aSupport

Service & Support spol. s r.0. byla zaloZena v roce 2003 s hlavnim cilem poskytovat sluzby
a podporu v oblasti fizeni a rozvoje firemni ICT infrastruktury. Spolecnost se brzy stdle
vice podilela na tvorbé integrovanych bezpecnostnich systémi se zamérenim v pozdgjsich
letech na feSeni Big Data, v soucasné dobé je certifikovanym Elite partnerem Splunk
v Ceské republice. Prevazna ast nasich integragnich projektdl je zamétena na oblast
bezpecnostnich Fedeni a optimalizace IT Operations. Vyznamnou C€ast poskytovanych
sluzeb tvoii oblast 10T, konkrétné prostfedi SCADA, kde se podilime na zajisténi bezpegnosti
SCADA systémU — a to od analyz rizik, tvorby politik bezpecnosti, pfes dodavku a provoz
systém0, az po systémy pro dohled IT sluzeb, resp. business sluzeb s systémy pro dohled
a fizeni bezpecnosti — SIEM.

Service & Support spol. s r.0. was established in 2003 with the main aim of providing
services and support in the field of management and development of corporate
ICT infrastructure. The company soon became increasingly involved in the field of
integrated security systems creations, focusing in the later years on Big Data solutions,
currently being a certified Elite Partner of Splunk in the Czech Republic. Most of
our integration projects focus on security solutions and IT Operations optimization.
A significant part of the provided services is in the area of loT, namely the SCADA
environment, where we participate in ensuring the security of the SCADA systems
— from risk analysis, security policies definition, system delivery and operation to IT
and business operations monitoring and security information and event management
(SIEM).

ALEF NULA, a.s.

Pernerova 691/42
186 00 Praha 8
Czech Republic
+420225090111
cz-recepce@alef.com
www.alef.com

N ALEFNULA

Spoleénosti ALEF patii mezi nejvétsi dodavatele informacnich technologii v Ceské
republice, na Slovensku, v Madarsku, Slovinsku, Chorvatsku a Srbsku. Specializujeme

se na technologie Cisco, NetApp a Meraki, se kterymi méame vice nez 20 let zkuSenosti.
Specialisté ALEF neovladaji pouze teoreticka specifika technologii, kterd jsou ddleZita pro
Skoleni. Maji zaroveri bohaté praktické zkuSenosti, coz jim umoziuje pohotové reagovat
na jakékoliv technologické vyzvy a problémy. Vysledkem je bezkonkurenéni Sitka i hloubka
technického know-how.

ALEF is a reliable supplier of information technologies since 1994. We became one of
the largest and strongest distributors in the Eastern Europe — with offices in Croatia,
Gzech Republic, Hungary, Serbia, Slovakia and Slovenia. ALEF strongly specialize in
technology. Our expert center with extensive number of engineers allow us to provide
full range of presales and postsales services, including certified trainings, professional,
consulting and managed services as well as operating ALEF’s own CSIRT. ALEF has
direct contracts with Cisco, NetApp, Meraki, F5 Networks Flowmon, Thycotic, Arris,
KEPM, Libelium and some minor vendors. ALEF is constantly growing company with
current annual revenue over 150M EUR employing more than 220 professionals.

CyberG Europe, a.s.
Poboc¢na 1395/1
Praha 4 ‘ G: G

Gzech Republic
info@cybergeurope.com

www.cybergeurope.com

NaSim klientim poskytujeme uceleny vzdéldvaci program v oblasti bezpecnosti,
kybernetické bezpecnosti a kybernetické obrany. Navrhujeme a dodavame strategické
i detailni studie vzdélavani, obsah edukacnich programd, ale také workshopy, audity,
poradenstvi a tvorbu strategii. Navic disponujeme vlastnim elitnim tymem hacker
a kybernetickych vySetfovateld. VSichni se osvédCili a vydobyli si zkusenosti pfi ochrané
priimyslovych podnikd, financnich instituci, zpravodajskych sluzeb a fadé dalSich oblasti.

We offer our clients comprehensive educational program in the fields of security,
cyber-security and cyber-defense. We design and deliver strategical and detail
educational studies and analyses, educational programs' content, but also workshops,
audits, consultation services and strategy formulations. Furthermore, we have our
own elite team of ethical hackers and cyber professionals and investigators. They all
have proven their worth and earned experience while protecting and safeguarding
industrial companies, financial institutions, security agencies, and many other fields.

po Zavérecnou demontaz

PORADANi VELETRHU A EVENTOVYCH AKCIi

PUJCOVNA MATERIALU A DALS( SLUZBY

WWW.ppa-expo.cz

tel.: +420 224 213 905, e-mail: info@ppa.cz, www.ppa.cz

PPAXPO

NAVRHY, VYROBA A STAVBA EXPOZIC
Kompletni zajisténi (casti Vasi firmy
na veletrhu od Architektonického navrhu

NAVRH A REALIZACE INDIVIDUALNICH EXPOZIC
KLASICKE VYSTAVNi STANKY ZE SYSTEMU OCTANORM

Progres Partners Advertising, s.r.o., Opletalova 55, 110 00 Praha 1
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Splunk SOLUTION GUIDE

SPLUNK® FOR INDUSTRIAL DATA AND THE loT

New insights from sensors, devices and industrial control systems

* Gain real-time insight from N
sensors, devices and industrial . % (71
_ | N £
and Operat|ona| teChnO|Og|eS Monitoring & Security, Safety Predictive Asset Performance

Diagnostics & Compliance Maintenance Management

» Collect, manage and analyze the lunk lunk
velocity, volume and variety of data spiun spiun

« Complement and integrate with

IT oT loT
existing operational technologies T@j @ % & O gc@ﬁ% @

Disparate and deployed industrial assets and connected devices can provide the enterprise a unique
touch point to real-world operations and conditions. But collection, storage and insight of the machine
data generated by the Operational Technology (OT) and the Internet of Things (IoT) can be a challenge.

Splunk software collects, analyzes and visualizes real-time and historical machine data from any
source—including operational technology, connected assets and products—enabling you to improve
operations, ensure safety and compliance, perform predictive maintenance and better manage the
uptime and availability of industrial assets. Use Splunk to harness the power of the machine data
generated by devices, control systems, sensors, SCADA systems, networks, applications and end users
connected by industrial networks.

Connecting Splunk to Industrial Data and the IoT

Optimate Integrator for PI Kepware Industrial Data HTTP Event Collector (HEC)
System to Splunk Forwarder for Splunk and Modular Inputs
Make OSlsoft PI System data Get real-time data collection from Use Splunk’s HEC API and token-based
available in Splunk through a read- over 150 open and proprietary authentication or modular input apps
only query to PI, accessible within industrial data protocols common for MQTT, COAP, AMQP and JMS to
in energy, manufacturing, and oil . . .
Splunk through a Splunk Search W . 9 access real-time data from industrial loT
and gas environments

Processing Language (SPL) query devices and applications

-
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Why Splunk for Industrial Data and the l1oT?

Monitoring and Diagnostics

Ensure that equipment in the field operates as intended. Monitor and track unplanned device or system
downtime. Understand the cause of failure on a device to improve efficiency and availability. Identify outliers and
issues in device production or deployment.

Security, Safety and Compliance
Help protect mission-critical assets and industrial systems against cybersecurity threats. Gain visibility into system
performance or set points that could put machines or people at risk and satisfy compliance reporting requirements.

Predictive Maintenance

Gain real-time insight into asset deployment, utilization and resource consumption. Recognize patterns and
trends, and use operational data to proactively approach long-term industrial asset management, maintenance
and performance.

Asset Performance Management
Gain real-time insights into the health and performance of your industrial assets. Use machine learning to detect
anomalies and deviations from normal behavior to take corrective action—improving uptime, reliability and longevity.

Splunk Integrates With Leading Cloud lIoT Platforms and Services

As businesses build and deploy connected devices, they are also deploying a new generation of commercial loT
platforms and services. These platforms and services enable device connectivity, visibility and simple provisioning
and remote device management. They act as both a gateway to device operations and provide a platform for
interaction with remote device operations and performance.

Splunk software enables powerful machine data analytics for the |IoT and eliminates the need to build them
from the ground up. Leading loT platforms including Xively by LogMeln, Citrix Octoblu and AWS IoT are already
integrated with Splunk software, enabling fast time to value for developers and end users.

Download Splunk for free or explore the online sandbox. Whether cloud, on-premises or for large or small teams,
Splunk has a deployment model that will fit your needs. Learn more about how Splunk customers like Bosch and

Myriad Genetics are realizing value from industrial data and the loT.

Splunk> Learn more: www.splunk.com/asksales www.splunk.com

for Machine Data, Splunk Cloud, Spl
and other countries. All other brar
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